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Some Recent Results on the Physical Layer

Security of Frequency Hopping Systems

Hao Li, Jian Ren, and Tongtong Li

Abstract This paper considers the physical layer security of frequency hopping (FH)

systems. Mainly due to the collision effect among different users, the spectral effi-

ciency of the conventional FH is very low. To overcome this limitation, in this paper,

we first propose a general collision-free frequency hopping (CFFH) scheme based on

secure spectrum access control; Second, we incorporate the CFFH scheme with

OFDMA, and obtain a highly efficient anti-jamming system; Finally, to simplify the

secure frequency allocation process in OFDMA based CFFH, we propose an ID

based message-driven frequency hopping scheme, which resolves the problem and

achieves better jamming resistance with a trade-off in spectral efficiency.

Keywords Frequency hopping systems • Collision-free frequency hopping • Jam-

ming resistance

40.1 Introduction

Mainly due to lack of a protective physical boundary, wireless communications is

facing much more serious security challenges than its wirelined counterpart.

Recently, physical layer security of wireless systems has attracted more and more

attention from the communication research community.

Traditionally, the main function of the physical layer is to ensure that the data

stream is transmitted successfully and efficiently from the source to the destination.
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The research on physical layer design has largely been focus on improving the

information capacity and bandwidth efficiency. As a result, the PHY layer of

the wireless systems generally does not possess any security features except the

spread spectrum systems, including both direct sequence spread spectrum system

(known as CDMA) and frequency hopping (FH) spread spectrum.

In this paper, first, we revisit the FH systems and examine the major limitation

with the traditional FH systems. Second, we investigate spectrally efficient anti-

jamming system design based on FH technique. We propose and compare three FH

based secure communication schemes: the general collision-free frequency hopping

(CFFH), OFDMA based CFFH, and ID based message-drive FH. These systems

can potentially be applied for secure and efficient wireless communications under

hostile environment.

40.2 Revisit of the FH System

Traditionally, both CDMA and FH have been used for secure communication

under hostile environments. CDMA is especially robust to narrow band jamming

by reducing the jamming power through the despreading process.Moreover, CDMA

can hide the signal within the noise floor so that the adversary cannot even detect the

existence of the signal. On the other hand, FH system is more robust to wideband

jamming, since the signal power can be concentrated on a narrower frequency band

during each hopping period. As the carrier hops randomly over a wide range of

frequencies, it is hard for the adversary to track or jam the active transmission.

The observations above for FH are mainly based on slow frequency hopping

(SFH) systems, where hopping period is equal to or larger than the symbol period.

In a traditional frequency hopping system, as the transmitter hops in a pseudo-

random manner among available frequencies according to a pre-specified algo-

rithm, the receiver has to operates in a strict synchronization with the transmitter

and remains tuned to the same center frequency. The strict requirement on synchro-

nization directly influences the complexity, design and performance of the system,

and turns out to be a significant challenge in fast hopping system design. For this

reason, existing work on FH has mainly been limited to slow hopping systems.

It is interesting to notice that: if we put the strong requirement on frequency

acquisition aside and consider the fast frequency hopping (FFH) systems, then we

can find that CDMA can be regarded as a special case of FH, for which you happen

to “hop” just on (actually fixed to) the same band, and during each hopping period

or chip period, you transmit either the chip signal itself or its negative version. In

other words, CDMA uses only repeated coding, which is the least efficient channel

coding, and CDMA has fixed carrier frequency. On the other hand, FH provides a

more general and more flexible framework for anti-interception, anti-jamming

system design. For this reason, we choose to work with the FH systems.

Now, what are the major limitations with existing FH systems? In addition to

strong requirement on frequency acquisition discussed above, another major
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limitation with FH is its low spectral efficiency over large bandwidth [1, 2].

Typically,FH systems require large bandwidth, which is proportional to the hop-

ping rate and the number of all the available channels. In conventional frequency

hopping multiple access, each user hops independently based on its own pseudo-

random number sequence, a collision occurs whenever there are two active users

over the same frequency band. When there is a collision, it is reasonable to assume

that the probability of error is 0.5. As can be seen from Fig. 40.1: mainly limited by
the collision effect, the spectral efficiency of conventional FH systems is very low.

40.3 Collision Free Frequency Hopping (CFFH) Based

on Secure Subcarrier Assignment

In this section, we present the proposed collision-free frequency hopping scheme,

for which the major component is an AES (advanced encryption standard) [3] based

secure permutation algorithm. The AES-based permutation algorithm is used to

securely select the frequency hopping pattern for each user so that: (i) Different

users always transmit on non-overlapping sets of subcarriers; (ii) Malicious users

cannot determine the frequency hopping pattern and therefore cannot launch

follower jamming attacks.

AES is chosen because of its simplicity of design, variable block and key sizes,

feasibility in both hardware and software, and resistance against all known attacks.

Note that, the secure subcarrier assignment is not limited to any particular crypto-

graphic algorithm, but is highly recommended that only thoroughly analyzed

cryptographic algorithms be applied.

We assume there is a total of Nc available subcarriers and there areM users in the

system. For i ¼ 0; 1; . . . ;M � 1; the number of subcarriers assigned to user iis
denoted as Nu

i. We assume that different users transmit over non-overlapping set of
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subcarriers and we have
PM�1

i¼0

Ni
u ¼ Nc. The secure subcarrier assignment algorithm

is described in the following subsections.

40.3.1 Secure Permutation Index Generation

A pseudo-random binary sequence is generated using a 32-bit linear feedback shift

register (LFSR), which is initialized by a secret sequence chosen by the base

station. The LFSR has the following characteristic polynomial:

x32 þ x26 þ x23 þ x22 þ x16 þ x12 þ x11

þx10 þ x8 þ x7 þ x5 þ x4 þ x2 þ xþ 1:
(40.1)

Use the pseudo-random binary sequence generated by the LFSR as the plaintext.

Encrypt the plaintext using the AES algorithm and a secure key. The key size can be

128, 192, or 256. The encrypted plaintext is known as the ciphertext. Assume Nc is a

power of 2, pick an integer L 2 ½Nc

2
;Nc�. Note that a total of Bc ¼ log2 Nc bits are

required to represent each subcarrier, let q ¼ Llog2Nc. Take qbits from the cipher-

text and put them as a q-bit vector e ¼ [e1, e2, . . ., eq].
Partition the ciphertext sequence einto Lgroups, such that each group contains Bc

bits. For k ¼ 1, 2, . . ., L, the partition of the ciphertext is as follows

pk ¼ ½eðk�1Þ�Bcþ1; eðk�1Þ�Bcþ2; . . . ; eðk�1Þ�BcþBc
�; (40.2)

where pk corresponds to the kth Bc-bit vector.

For k ¼ 1, 2, . . ., L, denote Pk as the decimal number corresponding to pk,

such that

Pk ¼ eðk�1Þ�Bcþ1 � 2Bc�1 þ eðk�1Þ�Bcþ2 � 2Bc�2

þ � � � þ eðk�1Þ�BcþBc�1 � 21
þ eðk�1Þ�BcþBc

� 20:
(40.3)

Finally, we denote P ¼ [P1, P2, . . ., PL] as the permutation index vector. Here

the largest number in P is Nc � 1. In the following subsection, we will discuss the

secure permutation algorithm.

40.3.2 Secure Permutation Algorithm and Subcarrier
Assignment

For k ¼ 0, 1, 2, . . ., L, denote Ik ¼ ½Ikð0Þ; Ikð1Þ; . . . ; IkðNc � 1Þ�as the index vector
at the kth step. The secure permutation scheme of the index vector is achieved

through the following steps:
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0. Initially, the index vector is I0 ¼ [I0(0), I0(1), . . ., I0(Nc � 1)] and the permuta-

tion index is P ¼ [P1, P2, . . ., PL]. We start with I0 ¼ ½0; 1; . . . ;Nc � 1�.
1. For k ¼ 1, switch I0(0) and I0(P1) in index vector I0 to obtain I1. In other words,

I1 ¼ [I1(0), I1(1), . . ., I1(Nc � 1)], where I1(0) ¼ I0(P1), I1(P1) ¼ I0(0), and

I1(m) ¼ I0(m) for m 6¼0, P1.

2. Repeat the previous step for k ¼ 2, 3, . . ., L. In general, if we already have Ik�1

¼ ½Ik�1ð0Þ; Ik�1ð1Þ; . . . ;Ik�1ðNc � 1Þ�, then we can obtain Ik ¼ [Ik(0), Ik(1), . . .,
Ik(Nc � 1)] through the permutation defined as Ikðk � 1Þ ¼ Ik�1ðPkÞ,IkðPkÞ ¼
Ik�1ðk � 1Þ, and IkðmÞ ¼ Ik�1ðmÞ for m6¼k � 1, Pk.

3. After L steps, we obtain the subcarrier frequency vector as FL ¼ ½f ILð0Þ;
f ILð1Þ; . . . ; f ILðNc�1Þ�.

4. The subcarrier frequency vector FL is used to assign subcarriers to the users.

Recall, for user i ¼ 0; 1 . . . ;M � 1, the total number of subcarriers assigned to

the ith user is Nu
i. We assign subcarriers ff ILð0Þ ; f ILð1Þ; . . . ; f ILðN0

u�1Þgto user 0;

Assign ff ILðN0
uÞ; f ILðN0

uþ1Þ; . . . ; f ILðN0
uþN1

u�1Þg to user 1, and so on.

Because each frequency index appears in FLonce and only once, the proposed

algorithm ensures that: (i) All the users are transmitting on non-overlapping sets of

subcarriers; (ii) No subcarrier is left idle. That is, all the subcarriers are active.

The secure permutation index generation is performed at the base station. The

base station sends encrypted channel assignment information to each user periodi-

cally through the control channels.

The proposed scheme addresses the problem of securely allocating subcarriers in

the presence of hostile jamming. This algorithm can be combined with existing

resource allocation techniques. First, the number of subcarriers assigned to each

user can be determined through power and bandwidth optimization. Then, we use

the secure subcarrier assignment algorithm to select the group of subcarriers for

each user at each hopping period. In the following, we illustrate the secure

subcarrier assignment algorithm though a simple example.

Example. Assume the total number of available subcarriers isNc ¼ 8, to be equally

divided amongM ¼ 2 users; the permutation index vector P ¼ [4, 7, 4, 0], and the

initial index vector I0 ¼ [0, 1, 2, 3, 4, 5, 6, 7], as shown in Fig. 40.2. Note that,

the initial index vector I0 can contain any random permutation of the sequence

{0, 1, . . ., Nc � 1}, and L 2 ½Nc

2
;Nc�. In this example, we choose L ¼ Nc

2
.

At Step 1, k ¼ 1, and Pk ¼ 4, thus we switch I0(Pk) and I0(k � 1) of the

index vector I0. After the switching, we obtain a new index vector

I1 ¼ [4, 1, 2, 3, 0, 5, 6, 7].

At Step 2, k ¼ 2, and Pk ¼ 7, thus we switch I1(Pk) and I1(k � 1) of the index

vector I1. We obtain the new index vector I2 ¼ [4, 7, 2, 3, 0, 5, 6, 1]. Similarly,

I3 ¼ ½4; 7; 0; 3; 2; 5; 6; 1�; I4 ¼ ½3; 7; 0; 4; 2; 5; 6; 1�: The subcarrier frequency vec-

tor is F4 ¼ ½f I4ð0Þ; f I4ð1Þ; . . . ; f I4ðNc�1Þ� . Frequencies {f3, f7, f0, f4} are assigned to

user 0 and frequencies {f2, f5, f6, f1} are assigned to user 1.

40 Some Recent Results on the Physical Layer Security of Frequency Hopping Systems 401



40.3.3 OFDMA Based Collision-Free Frequency Hopping

In this section, we incorporate the CFFH scheme with the OFDMA framework, and

therefore obtain a highly efficient anti-jamming scheme.

Signal Transmission Consider a system with Musers, utilizing an OFDM

system with Nc subcarriers, ff 0; . . . ; f Nc�1g. At each hopping period, each user is

assigned a specific subset of the total available subcarriers. One hopping period

may last one or more OFDM symbol periods. Assuming that at the nth symbol, user

ihas been assigned a set of sub-carriers Cn;i ¼ ff n;i0 ; . . . ; f n;iNiu�1
g, that is, user iwill

transmit and only transmit on these subcarriers. Here Nu
iis the total number of

subcarrier assigned to user i. Note that for any n, Cn, i

T
Cn, j ¼ ;, if i 6¼j. That is,

users transmit on non-overlapping subcarriers. In other words, there is no collision

between the users. Ideally, for full capacity of the OFDM system,
SM�1

i¼0 Cn;i ¼
ff 0; . . . ; f Nc�1g:For the ith user, if Nu

i > 1, then the ith users information symbols

are first fed into a serial-to-parallel converter. Assuming that at the nth symbol

period, user itransmits the information symbols fuðiÞn;0; . . . ; uðiÞn;Ni
u�1

g through the

subcarrier set Cn;i ¼ ff n;i0 ; . . . ; f n;iNiu�1
g . User i’s transmitted signal at the nth

OFDM symbol can then be written as:

sðiÞn ðtÞ ¼
XNi
u�1

l¼0

u
ðiÞ
n;le

j2pf n;il t: (40.4)

Fig. 40.2 Example of the

secure permutation algorithm

for Nc ¼ 8 subcarriers and

M ¼ 2 users
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Note that each user does not transmit on subcarriers which are not assigned to

him/her, by setting the symbols to zeros over these subcarriers. This process ensures

collision-free transmission among the users.

At the receiver, the received signal is a superposition of the signals transmitted

from all users

rðtÞ ¼
XM�1

i¼0

rðiÞn ðtÞ þ nðtÞ; (40.5)

where n(t) is the additive noise, rn
(i)(t) ¼ sn

(i)(t)∗hi(t), with hi(t) being the channel

impulse response corresponding to user i. Note that in OFDM systems, guard

intervals are inserted between symbols to eliminate intersymbol interference (ISI),

so it is reasonable to study the signals in a symbol-by-symbol manner. We consider

an uplink system here, the downlink system can be formulated in a similar manner.

As is well known, the OFDM transmitter and receiver is implemented through

IFFT and FFT, respectively. Denote the Nc�1 symbol vector corresponding to user

i’s nth OFDM symbol as un
(i), we have

uðiÞn ðlÞ ¼
0; l =2fi0; . . . ; iNi

u�1g
u
ðiÞ
n;l; l 2 fi0; . . . ; iNi

u�1g:

(
(40.6)

Let Ts denote the OFDM symbol period. The discrete form of the transmitted signal

sn
(i)(t) (sampled at lTs

Nc
) is sn

(i) ¼ Fun
(i), where F is the IFFT matrix defined as

F ¼ 1ffiffiffiffiffiffi
Nc

p

W00
Nc

� � � W
0ðNc�1Þ
Nc

..

. . .
. ..

.

W
ðNc�1Þ0
Nc

� � � W
ðNc�1ÞðNc�1Þ
Nc

0
BBBB@

1
CCCCA;

withWnk
Nc

¼ ej2pnk=Nc. As we only consider one OFDM symbol at a time, for notation

simplification, here we omit the insertion of the guard interval (i.e. the cyclic

prefix which is used to ensure that there is no ISI between two successive

OFDM symbols).

Let hi ¼ ½hið0Þ; . . . ; hiðNc � 1Þ� be the discrete channel impulse response vector,

and let Hi ¼ Fhi be the Fourier transform of hi. Then the received signal

corresponding to user iis rn
(i)(l) ¼ un

(i)(l)Hi(l). The overall received signal is then

given by

rnðlÞ ¼
XM�1

i¼0

rðiÞn ðlÞ þ NnðlÞ (40.7)
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where Nn(l) is the Fourier transform of the noise corresponding to the nth
OFDM symbol.

Note that due to the collision-free subcarrier assignment, for each l, there is at

most one non-zero item in the sum
PM�1

i¼0

u
ðiÞ
n ðlÞHiðlÞ. As a result, standard channel

estimation algorithms and signal detection algorithms for OFDM systems can be

implemented. In fact, each user can send pilot symbols on its subcarrier set to

perform channel estimation. After channel estimation, user i’s information symbols

can be estimated from

ûðiÞn ðlÞ ¼ r
ðiÞ
n ðlÞ
HiðlÞ ; l 2 fi0; . . . ; iNi

u�1g: (40.8)

A major challenge for the collision-free frequency hopping techniques discussed

above is the secure distribution of the hopping frequency sequences. Can this

frequency dispatching process be simplified? In the following section, we try to

resolve this using message-driven frequency hopping [4].

40.4 Secure ID Based Message-Driven Frequency

Hopping (MDFH)

The idea here is that the message information will used be for hopping frequency

selection. In other words, the message information is transmitted through hopping

frequency control. For security purpose, the message stream is encrypted before

transmission, and a secure ID sequence is inserted during the transmission process.

40.4.1 Transmitter Design

The transmitter structure of ID-based MDFH is illustrated in Fig. 40.3. The

encrypted information sequence is transmitted through carrier frequency selction,

and each user is assigned a secure ID sequence.

Fig. 40.3 ID-based MDFH: transmitter structure
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The secure ID information is generated through a cryptographic algorithm using

the shared secret between the transmitter and the receiver, and can be exploited by

the receiver to locate the true carrier frequency or the desired channel. On the other

hand, protected using advanced encryption techniques, such as AES [3], it is

computationally infeasible for malicious users to recover the ID sequence. In

other words, in ID-based MDFH, secure ID signals are introduced to distinguish
the true information channel from the disguised channels invoked by jamming
interference, and hence ensure robust communications under hostile environment.

The ID sequence generation process is summarized as follows:

1. Generate a pseudo-random binary sequence using a linear feedback shift register

(LFSR), e.g., the one specified by the characteristic polynomial in Eq. (40.1).

2. Take the output of LFSR as the plaintext, group it into blocks of length KL

bits (KL ¼ 128, 192 or 256), and feed it into the AES encrypter of key size KL.

The AES output is then used as our ID sequence.

Recall that Bc ¼ log2Nc and Bs ¼ log2O, where Nc is the number of channels,

and O is the constellation size. We divide the source information into blocks of size

Bc and divide the ID sequence into blocks of size Bs. Denote the nth source

information block and ID bits block as Xn and Yn, respectively. Let f Xn
be the carrier

frequency corresponding to Xn and sn the symbol corresponding to ID bit-vector Yn.
The transmitted signal can then be represented as

sðtÞ ¼
ffiffiffi
2

p
Re

X1
n¼�1

sngðt� nThÞej2pf Xn t
( )

¼
ffiffiffi
2

p
Re

X1
n¼�1

XNc

i¼1

ai;nsngðt� nThÞej2pf it
( )

;

(40.9)

where Th is the duration of each hop, g(t) is the pulse shaping function,

ai;n ¼
1 if f Xn

¼ f i

0 otherwise.

(

40.4.2 Receiver Design

The receiver structure for ID based MDFH is shown in Fig. 40.4. The receiver

regenerates the secure ID through the shared secret (including the initial vector, the

LFSR information and the key).

For each hop, the received signal is first fed into the bandpass filter bank. The

output of the filter bank is first demodulated, and then used for carrier bits (i.e., the
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information bits) detection. Let s(t), J(t) and n(t) denote the ID signal, the jamming

interference and the noise, respectively. For AWGN channels, the received signal

can be represented as

rðtÞ ¼ sðtÞ þ JðtÞ þ nðtÞ: (40.10)

We assume that s(t), J(t) and n(t) are independent of each other. If the spectrum of

J(t) overlaps with the frequency band of s(t), then the signal is jammed; otherwise,
the signal is jamming-free. If J(t) spreads over multiple channels, we have multi-

band jamming; otherwise, we have single band jamming. Note that the true

information is embedded in the index of the active carrier over which the ID signal

s(t) is transmitted.

For i ¼ 1, 2, . . ., Nc, the output of the ith ideal bandpass filter fi(t) is ri(t) ¼
fi(t)

∗r(t). For demodulation, ri(t) is first shifted back to the baseband, and then

passed through a matched filter. At the nth hopping period, for i ¼ 1, . . ., Nc, the

sampled matched filter output corresponds to channel ican be expressed as

ri;n ¼ ai;nsn þ bi;nJi;n þ ni;n; (40.11)

where sn, Ji, n and ni, n correspond to the ID symbol, the jamming interference and

the noise, respectively; ai, n, bi, n 2 {0, 1} are binary indicators for the presence of

ID signal and jamming, respectively. Note that the true information is carried in ai, n.
Signal detection and extraction is performed for each hopping period. For

notation simplicity, without loss of generality, we omit the subscript n in (40.11).

That is, for a particular hopping period, (40.11) is reduced to:

ri ¼ aisþ biJi þ ni; for i ¼ 1; . . . ;Nc: (40.12)

BPF, f1(t)

BPF, f1(t)

BPF, fNc(t)

r(t)

Secure ID
Generation

nY

Recovered 
Information

Demodulation
Signal

Detection & 
Extraction

Initial Vector, Key

�

Symbol
Mapper

ns

Fig. 40.4 ID-based MDFH: receiver structure
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Define r ¼ ðr1; . . . ; rNc
Þ , a ¼ ða1; . . . ; aNc

Þ, b ¼ ðb1; . . . ; bNc
Þ, J ¼ ðJ1; . . . ; JNc

Þ
and n ¼ ðn1; . . . ; nNc

Þ, then (40.12) can be rewritten in vector form as:

r ¼ saþ b � Jþ n; (40.13)

For single-carrier AJ-MDFH, at each hopping period, one and only one item in

a is nonzero. That is, there are Nc possible information vectors: a1 ¼ ð1; 0; . . . ; 0Þ;
a2 ¼ ð0; 1; . . . ; 0Þ; . . . ; aNc

¼ ð0; 0; . . . ; 1Þ. If ak is selected, and the binary expres-

sion of kis b0b1 . . . bBc�1 , with Bc ¼ dlog2Ncc, then the estimated information

sequence is b0b1 . . . bBc�1.

So at each hopping period, the information symbol a, or equivalently, the

hopping frequency index k, needs to be estimated based on the received signal

and the ID information which is shared between the transmitter and the receiver.

We start with the maximum likelihood (ML) detector. If the input information

vectors are equiprobable, that is, PðaiÞ ¼ 1
Nc

for i ¼ 1, 2, . . ., Nc, then the MAP

detector is reduced to the ML detector. For the ML detector, the hopping frequency

index k̂ can be estimated as:

k̂¼ arg max
1�i�Nc

Pfrjaig: (40.14)

By splitting all the Ncchannels into non-overlapping groups and let each

subcarrier hop over assigned group(s), ID based MDFH can readily be extended

to multi-carrier system, which can also be used as a collision-free anti-jamming

MDFH scheme to accommodate more users in the multiple access environment. To

ensure collision-free multiple access among all users, different users will be

assigned to different subcarriers. The number of subcarriers assigned to each user

can be different based on the data rate and QoS requirement of the user.

40.5 Simulation Examples

In this section, simulation examples are provided to compare the performances of

the proposed CFFH, OFDMA based CFFH and ID based MDFH under partial band

jamming over an AWGN channel. The SNR Eb=N0 ¼ 10 dB and the jamming-to-

signal ratio (JSR) is defined as the ratio of the jamming power to signal powers per

hop. We assume that 1
16

of the channels are jammed. Nc ¼ 64 for CFFH and ID

based MDFH; Nc ¼ 128 for OFDMA based CFFH due to the overlap between

adjacent channels. BPSK modulation is used for both CFFH and OFDMA based

CFFH. For MDFH, 32-PSK is used to modulate the ID bits. From Fig. 40.5, it can

be observed that MDFH is particularly robust under strong jamming. In this

example, the spectral efficiency of OFDMA based CFFH and secure ID based

MDFH are 8 and 2 times that of CFFH, respectively.
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40.6 Conclusions

In this paper, we presented three spectrally efficient anti-jamming system design

using FH techniques. It is observed that by integrating cryptographic techniques

into transceiver design, the PHY security of wireless systems can be improved

significantly.
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